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With theadvent of smartphones,cloud computing,
and interconnected systems, the digital landscape
has become a dynamic arena where illicit
activities often leave a trail of electronic evidence.

Digital Forensics is a highly specialised and
rapidly growing field of investigation. It involves
the systematic investigation and analysis of
digital devices, networks, and data to identify,
preserve, and interpret the electronic evidence.

Given the prevalence of technology in the
world today, and as the volume and complexity
of cybercrimes continue to rise, the need to
investigate the activities conducted using digital
devices is becoming more prevalent.

Our qualified experts complete all stages of
Digital Forensic investigation (DFI) models
whilst conforming to ACPO guidelines and I1SO
standards.
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How Hawkins
Can Help

We acquire, analyse, identify, and report on
electronically stored information (ESI) from
servers, desktop computers, laptops, tablets,
mobile phones, CCTV/DVR units, sat navs, USB
storage devices and motor vehicles.

We provide answers and help you to understand
questions such as:

®  What user account used the device?

® What was the geographical location of the
device?

What events occurred during a specific
timeframe?

® Was any data deleted or transferred?

Hawkins can conduct investigations on-site,
remotely, or in our own laboratories. We also
provide consultancy advice to prevent similar
events from happening again in the future.

Service Types

Hawkins is a multi-disciplinary forensic practice
established in 1980. With offices in the UK
& lIreland, Dubai, Hong Kong and Singapore,
we have over 120 experienced investigators
able to provide advice and assistance at any
stage of an incident, as well as provide ongoing
support and guidance for the future.

PRE-FAILURE RISK MANAGEMENT

Guidance on design, installation, and
regulations to ensure safety, compliance, and
risk reduction.

ROOT CAUSE ANALYSIS
@ Scientific investigation into all aspects of an
incident to determine what happened, why
and in what sequence.
° EXPERT WITNESS SERVICES

E Independent and impartial technical advice

to assist Counsel during all aspects of
litigation.

POST-FAILURE ADVICE

Consultancy advice to reduce, mitigate and
prevent risks associated with similar events
happening in the future.

MAJOR & COMPLEX LOSS

Global resources and multidisciplinary
teams, armed with the knowledge,
equipment and facilities to manage and
investigate major and complex incidents.
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